One of the challenges of implementing free-space quantum key distribution (QKD) systems working in daylight is to remove unwanted background noise photons from sunlight. Elaborate elimination of background photons in the spectral, temporal, and spatial domains is an indispensable requirement to decrease the quantum bit error rate (QBER), which guarantees the security of the systems. However, quantitative effects of different filtering techniques and performance optimization in terms of the secure key rate have not been investigated. In this study, we quantitatively analyze how the performance of the QBER and the key rates changes for different combinations of filtering techniques in a free-space BB84 QKD system in daylight. Moreover, we optimize the conditions of filtering techniques in order to obtain the maximum secure key rate.
Experimental Setup
An experimental setup for investigating the effect of filtering techniques on the daylight operation in a free-space QKD system is shown in Fig. 1 . We implemented a free-space polarization-based BB84 QKD system. The transmitter unit, normally called Alice, has four single-longitudinal mode vertical-cavity surface-emitting lasers at a lasing wavelength of 785 nm for generating four different polarization states. The temperature of the laser diodes was elaborately controlled in order to make the spectral characteristics of the four laser diodes indistinguishable. Electrical current pulses with a full width at half-maximum (FWHM) of 200 ps were randomly injected into the four lasers at a clock rate of 100 MHz to generate photon pulses with an FWHM of 65 ps, whose intensity level was attenuated into the mean photon number per pulse of 0.1. Our self-developed silica-based chip-integrated polarization module coupled with single-mode fibers (SMFs) was installed for polarization encoding 9, 10 . An additional laser source was used at a wavelength of 1550 nm for the system synchronization. The beam leaving the Schmidt-Cassegrain telescope at the transmitter was expanded to a diameter of approximately 30 mm to make its Rayleigh range much longer than the distance of our free-space link.
At the receiver side, Bob, multiple spectral filters were installed to block optical photons for all spectral regions from 200 nm to 2000 nm except for an optical spectral bandwidth of 1 nm for the wavelength of our sources. A combination of a telescope and a spatial filter composed of lenses and a pinhole was used to limit the FOV of the system, which removes the scattered noise photons effectively in the spatial domain. A silicon avalanche photodiode-based four-channel SPD (PerkinElmer SPCM-AQ4C) was used for photon detection with an efficiency of approximately 50% at the wavelength of our sources. The dark count was measured as roughly 300 counts per second for each channel. Noise elimination in the temporal domain and the sifting process for key distillation were conducted at the real-time FPGA data processing system, while the detection counts per second were monitored at the counter. The polarization rotation due to the SMF, connected with our polarization module installed in the transmitter, was compensated at the receiver with a polarization controller unit composed of two quarter-wave plates and one half-wave plate. The transmitter and receiver were deployed on two distant buildings 275 m apart in Electronics and Telecommunication Research Institute (ETRI), South Korea.
Even though the width of the generated optical pulses was approximately 65 ps, the temporal width of the detected quantum signals at the FPGA system was broadened to an FWHM of approximately 750 ps due to SPD response time jitter, clock signal jitter, and other jitters of electronic devices as shown in Fig. 2 . Most of our quantum signals were detected within a time window of 1.75 ns. In our experiments, atmospheric turbulences played no role in FHWM broadening effects because quantum signals were transmitted over the short distance of 275 m. Note that slight detection events spread in all temporal regions were caused by spontaneously emitted photons because of a non-negligible DC bias level to the laser diodes, which is an important requirement to eliminate recently reported critical side channel effects of random bit generation with multiple laser diodes 11, 12 . While the superior performance of the QKD system during the night can be easily achieved even without elaborate filtering techniques, the QBER of the system increases significantly during the daytime, possibly much higher than 11%, if there is no adequate noise-filtering system. In addition, the detection count of the SPD can hit Figure 1 . Experimental setup for measuring the effect of filtering techniques on the daylight operation of a free-space QKD system. The optical parts of the transmitter comprise four laser diodes, a silica-based polarization module, neutral density filters, a telescope, and components for signal synchronization. Real-time data processing was performed with an field-programmable gate array (FPGA) based system. In the receiver, a four-channel single-photon detector (SPD) was installed with a polarization-decoding module for the BB84 protocol. Additional optics for polarization control and filtering systems were used. Both transmitter and receiver were installed above gimbal systems, which allow elevation and azimuth control for beam alignment. FPGA, field programmable gate array; LD, laser diode; Sync. LD, synchronization laser diode; Sync. PD, synchronization photodiode; SPD, single-photon detector; DM, dichroic mirror; HWP, half-wave plate; ND filter, neutral density filter; PBS, polarization beam splitter; BS, beam splitter.
its saturation level owing to enormous number of scattered photons from sunlight, which leads to inappropriate operation of the QKD system. Thus, we first set a baseline filtering system so as to maintain the QBER lower than 11%, the minimum requirement for the theoretical security of QKD with one-way post-processing without pre-processing 13 . From the baseline filtering setup, we further improved our system performance stepwise by adopting stronger filtering techniques in the spatial and temporal domains.
Our baseline of the noise elimination techniques was composed of multiple off-the-shelf spectral filters, which allows 1 nm FWHM transmission in the spectral domain, temporal filtering with a valid signal window of 2.5 ns, and a spatial filtering system limiting the FOV as 566 μrad. The aforementioned spectral and spatial filtering system made approximately 10% loss each to our quantum signals, whereas the temporal filtering with a time window of 2.5 ns safely covers all quantum signals as shown in Fig. 2 . Experiments were conducted during the night and daytime in order to clearly analyze the effects of noise photons from sunlight. The night QKD experiment was performed on May 24th at 20:00 Korea Standard Time (KST). The daylight QKD experiments were conducted on May 25th and 29th, both of which were bright sunny days and had almost the same level of noise counts from sunlight. All experimental data in daylight were measured within an hour, from 11:30 to 12:30 KST, so as to maintain the similar noise level for the entire experiments. Note that prolonged experiment time is not desirable because the level of noise photons changes even within the daytime.
Experimental Results
Performance of QKD during the night and daytime with the baseline filtering system. First, we measured the counting levels of noise photons and quantum signals during the night and daytime with our baseline filtering techniques except for the temporal one for 10 minutes as shown in Table 1 . In case of the night, the noise count was mostly attributed to dark counts of the SPD, which are considerably smaller than the signal counts. However, the noise level was increased up to 578,565 counts per second in daylight with a spatial FOV of 566 μrad, which is no longer negligible. It roughly accounts for 1/3 of all detection events including the quantum signals, which highly likely to cause high quantum bit error rate (QBER). Fortunately, a substantial amount of noise counts can be reduced using the temporal filtering technique because noise photons are equally distributed in all temporal regions while quantum signals are detected within a short period of time as shown in Fig. 2 .
The performances of QBER, sifted key rate, and secure key rate with our baseline filtering system for the night and daytime are shown in Fig. 3 . The secure key rate was calculated using the following equation with the assumption of the decoy state method [14] [15] [16] .
where q is the sifting ratio, μ is the mean photon number, η is the transmittance, e det is the QBER, f(e det ) is the error correction coefficient for given e det , and H 2 (e det ) is the Shannon entropy where
Figure 2. Probability distribution of the detection events of the SPD for QKD operation at a clock rate of 100 MHz at night. It was obtained at the FPGA data processing unit with a timing resolution of 125 ps. The FWHM of the probability distribution was estimated as approximately 750 ps. . Here, we used 1.22 for f(e det ). During the night, the QBER and the secure key rate were measured as 1.15% and 341.17 kbps, respectively as shown in Fig. 3 . On the other hand, the QBER was significantly increased up to 9.09% in daylight, which results in no secure keys as shown in Fig. 3(b) . Even though the BB84 protocol is known to be able to make non-zero keys if the QBER is smaller than 11% 13 , it should be much lower in order to generate secure keys in practical situations because of error correction efficiency 16 . Thus, our baseline filtering was turned out to be not sufficient for the QKD operation in daylight. Meanwhile, the key rates were recorded with negligible fluctuations in the time domain even though the relative position between the transmitter and the receiver can vary with time in a free-space channel owing to building vibration and sway 17 .
Performance improvement with further spatial filtering. To reduce the number of noise photons further, we replaced the pinhole used for the spatial filtering system with a smaller one to limit the spatial FOV to 283 μrad. The noise counts reduced to 289,958 per second, which is roughly a half compared to the case with an FOV of 566 μrad. The performances of the QBER and secure key rate are shown in Fig. 4 . The QBER was notably reduced to 4.74% from 9.09%, which achieved a secure key rate of 145.35 kbps. It is a considerable improvement compared with the previous case in daylight where no secure keys were generated. Thus, limiting the spatial FOV is an effective way to improve the performance in the daylight operation.
However, a too small FOV may not be beneficial for the performance in terms of the secure key rate because not only the noise photons, but also a fraction of our quantum signals starts to be filtered out as the FOV becomes small. By comparing Fig. 3(b) with Fig. 4(b) , one can easily find out that the key rates fluctuate significantly for the FOV of 283 μrad. Quantitatively, the average sifted key rates were estimated as 606,482 bps and 454,514 bps, whereas the standard deviations were calculated as 6,997 bps and 34,261 bps for the cases with FOVs of 566 μrad and 283 μrad, respectively. Even though the sifted key rate is decreased by approximately 25%, the standard deviation shows a five-fold increase under the FOV of 283 μrad, which indicates that the additional spatial limitation with a smaller pinhole makes the key rate fluctuate significantly. This is because a portion of quantum signals is cut off more frequently for a small FOV due to unavoidable vibration of the beam propagation path caused by building vibration and sway 17 , which results in loss of the quantum signals. For transmissions over much longer Performance improvement with further temporal filtering. Additional temporal filtering from the baseline filtering system was also conducted in the post-processing step in order to improve the performance. We decreased the size of the valid signal window from 2.5 ns to 0.5 ns with a step of 0.25 ns for the case with a spatial FOV of 566 μrad. While the QBER was estimated as 9.09% with a signal window of 2.5 ns, it was decreased to 3.87% with a signal window of 0.5 ns as depicted in Fig. 5(a) . However, the number of quantum signals and noise photons decreased also as the size of the signal window became small as shown in Fig. 5(b) . In our experiments, the optimal size of the signal window in terms of the secure key rate was 0.75 ns, which achieved a QBER and a secure key rate of 4.26% and 142.94 kbps, respectively. Figure 5 (c) presents the results of the performance as a function of time with the optimal signal window.
Performance optimization with both spatial and temporal filtering. Performance optimization using both spatial and temporal filtering techniques was conducted as shown in Fig. 6 . In this case, we reduced the size of the signal window in the time domain as discussed in the previous section with an FOV of 283 μrad. The QBER started to decrease from 4.74% to 2.39% as the size was decreased from 2.5 ns to 0.5 ns as shown in Fig. 6(a) . Likewise, both sifted key rates and secure key rates decreased with an additional decrease in the signal window due to elimination of quantum signals as shown in Fig. 6(b) . Even though the QBER was lowest when the signal window was set to 0.5 ns, the optimal size of the signal window was turned out to be around 1.75 ns, which achieved a secure key rate of 191.11 kbps. Figure 6(c) shows the results of the performance as a function of time at the signal window of 1.75 ns. As discussed with Fig. 4 , fluctuations of the key rates increased for the case of an FOV of 283 μrad compared with the case where the FOV was 566 μrad. As discussed above, the optimal size of the signal window in terms of the secure key rate was quite different for FOVs of 566 μrad and 283 μrad as 0.75 ns and 1.75 ns, respectively. For the case of an FOV of 566 μrad, diminishing the QBER by reducing the size of the signal window was highly important because high QBER causes severe degradation of the secure key rates as described in Eq. 1. That is why decreasing the signal window to 0.75 ns is desirable for performance optimization even though a large amount of quantum signal as well as noise photons is eliminated as shown in Fig. 2 . However, in case of an FOV of 283 μrad, the QBER improvement with smaller signal windows is not dramatic because a large amount of noise photons are already eliminated by the spatial filtering technique. Instead, setting an adequate size of the signal window becomes important in order not to sacrifice a large amount of quantum signals, which was estimated to be around 1.75 ns for our experiments.
Discussion
Among the aforementioned filtering techniques in three different domains, the effect of the spectral filtering is the simplest one to predict. The narrower spectral width of the band pass filter is, the more noise photons are eliminated, which improves the system performance unless quantum signals are cut off in the spectral domain. For our experiments, we used several off-the-shelf BPFs to allow only 1 nm FWHM transmission at our wavelength of 785 nm. Considering the fact that the spectral width of the laser sources is significantly narrower than 1 nm, noise photons can be even further diminished by using a narrower BPF, which will improve the performance of the QKD system 4, 6, 18 . The limitation of the spatial FOV should be performed considering the fluctuation of the beam propagation path for the given free-space link. For a short-distance free-space channel like our case, the variation of the relative position between the transmitter and the receiver is mainly caused by building vibration and sway rather than the effects of beam wandering and scintillation 19, 20 . Such fluctuations can be compensated with a beam tracking system, commonly consisting of tracking laser sources, position sensors, and fast steering mirrors 1, 6 . Fluctuations of the key rates observed in our experiments under an FOV of 283 μrad can be decreased by using a precise and sensitive tracking system. Without precise beam tracking systems, an optimal FOV should be carefully selected considering both beam fluctuations and the level of noise from daylight.
The temporal filtering technique is highly related with the overall system jitter. As discussed in the previous sections, 65 ps FWHM optical pulses were unavoidably broadened due to time jitter of SPD and response time delay of all electronic devices. If one can achieve much smaller system jitter, which results in a sharper detection distribution in the time domain, the temporal filtering technique will be even effective because noise photons can be eliminated without sacrificing quantum signals even for an extremely narrow signal window. Thus, the distribution of the detection events in the time domain should be considered for selecting the optimal size of the signal window.
Conclusion
In this study, we quantitatively compared the effects of filtering techniques in the spectral, spatial, and temporal domains for noise elimination of a free-space polarization-based BB84 QKD system under the daylight condition. We showed that a QKD system which generates a secure key rate of 341.17 kbps at night could not generate secure keys in daylight although a noise filtering combination of 1 nm spectral BPF, 2.5 ns temporal selection, and spatial FOV of 566 μrad was used. We further demonstrated that a secure key rate of 191.11 kbps can be achieved under the daylight condition using additional filtering techniques with a signal window of 1.75 ns and an FOV of 283 μrad. In addition, we discussed the key parameters and related issues of the performance optimization using filtering techniques in the spectral, spatial, and temporal domains for a free-space QKD system in daylight.
